OT OHNTAMH-MOLWEHHUKOB

Y106kl fOOpaThCA A0 Bawmnx 6aHKOBCKUX CHETOB,
MOLLUEHHMKAM HY>XXHbl BaluM NepcoHanbHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl UICNonb3ytoT adpepucTbl?

OBELLUAIOT 30/10TbIE MOPbI
Onpocbl 3a BoO3HarpaxaneHue, couMarnbHble BbINNaTbl UNu CBepxnpubbinbHbie
MHBECTULMOHHbIE NPOEKThl. FapaHTMA GLICTPOro oGoralweHns — Npu3Hak o6MaHa

SAMAHUMBAIOT HA PACINPOOAXHU

OrpoMHbIe CKMAKK U HU3KWE LieHbl MOTYT OKa3aTbCsl MOLWEHHUYECKON YNOBKOR

CNEKYNIUPYIOT HA TPOMKWX COBbITUAX

Hanpumep, o6basnaioT c6op AeHer Ha pa3paboTKy BakUWH, 06eLaoT BEPHYTL
OeHbLrM 3a oOTMEeHeHHbIe perckl MNKW NpegnarawT nony4yunTe rocygapcreeHHble
gotauuu

MACKWUPYHOTCH
PasbirpbiBatoT ponk NPoOAaBLUOB M NOKyNnaTene Ha NonynsapHbIX cainTax o6bABNEeHUIA

Kak o6e3onacutb CBOU AEeHbIrn

B UHTEepHeTe?

w

YctaHoBuTE aHTMBUPYC M perynapHo obHoBnaiTe ero

3aBepuTe oTAeNbHYO AeOeTOoBYIO KapTy ANA nnartexen
B MHTEPHETE W KNaguTe Ha Hee HYXXHYI0 CyMMy nepeq onnaTtown

Bcerpa npoeepaniTe agpeca 3NeKTPOHHOW NOYThLI U CaWTOB —
OHW MOTYT OTIMHATLCA OT OhULManBHbBIX NULWE Napoid CUMBONOB

He nepexogute No ccblnkam OT HE3HaKOMLUEB —
cpasy yaansanTe COMHUTENbHbIE coobweHnunna

HHKOMy He coofbLaiTe CBOW NepCcoHabHble AaHHbIe

MoppobHee
© npasunax

KubeprurmeHsl
uuTalite ®duHaHcoBan @
Ha fincult.info Kynetypa



UTO AOEJIATDb, ECJIN C KAPTDI
YKPAJIA OEHbI'A?

© 3AB/IOKUPOBATb ©® HAIMUCATb © OBPATUTDBCA
 KAPTY 3ASIBNEHUE O HECOTTIACUM B NONULMIO
C OMEPALIMEN

+ No Homepy TenedoHa 6aHKa 3asBneHne AOMKHO Yem Gonblie noaei
Ha 6aHKOBCKOM KapTte ObITh HANUCAHO: noganyT 3asBMeHUs,
WK Ha otbuLUManbHOM caiTe + B Te4eHMe CyToK nocne TeM Bbilue BePOSTHOCTb,
* Yyepes MobunbHoe npunoxexHue coo06LeHnA O CNUCaHuu 4YTO NPpecTynHUKOB
« Yepes NMNYHbLIN KabuHeT AeHer A MBEE
Ha othMumanbHOM caiTe 6aHKa » HA MecTe B oTAeNeHun
GaHka

- B oTOeneHuun 6aHkKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLAWTE: KOOOBOE CJ/1TOBO
« CPOK AEACTBUA KapTbl U TPEX3HA4YHbIM KOA Ha3blBalTe TONLKO COTPYAHUKY BaHKa,
Ha ee o60poTHOI cTopoHe (CVV/CVC) Koraa caMmun 3BOHUTE Ha ropa4yto

« NAponn N KoAbl U3 YBeAOMIEHWNA NUHWUIO

* IOTVH U Napo/b OT OHMNaH-6aHKa

HE NYBIMKYUTE

nepcoHanbHble AaHHbIe B OTKPbLITOM gocTtyne BaHk He e

norepu, ecnuv Bbl Hapywunu

npasuna 6esonacHoro
MCNONb30BaHUSA KapThbl

YCTAHOBUTE
aHTUBMPYChbl Ha BCE YCTPOACTBA

Moppo6Hee o npaBunax 6e3onacHoOCTU ®uHaHcoBas @
uuTauTe Ha fincult.info KynbTypa



KAK SALLWUTUTDCHA
OoT PULLUNHTA

®OUWKMHr — BMA MOLLEHHMYeCTBa, Koraga Yy YenoBeKka KpaayT
nepcoHasibHble AaHHble U1 AieHbIrU € NOMOLbIO CAMTOB-NOAASNOK.
YacTo MOWEeHHUKHU AenaloT CamThl, KOTOpble KakK ABe Kanjiu Boabl
MOXOXXU Ha CaiTbl peasibHbIX OpraHu3auumn

KAK MOXXHO OKA3ATbCH
HA ®ULLUNHIOBOM CAUTE?

Mo ccbinkam U3 MHTEepPHeTa U 3NeKTPOHHOM NoyTbl, CMC,
CoObLEeHNM B COLICETAX UMM MeCcCeHO Kepax, peKknamsl,
obbsiBNeHUn o notepesx, pacnpoaaxax, KoMneHcaumsax

OT rocypapcTea

XaKepbl 4acTO B3/1aMbiBalOT YyXXHe aKKayHTbl,
n ¢HI.I.IHHI'OBaﬂ CCbU/IKa MOXKET NMPUIATU AaXKe OT 3HAKOMBbIX

KAK PACTMO3HATb
®ULLMHIOBbIN CAUT?

Appec oTIM4aeTCca OT HAaCcTOSALWEero Nb Napov CUMBOJIOB
B appecHoM cTpoke HeT https 1 3Hauka 3aKpbITOro 3aMKa
Ou3aiH CKONMpoBaH HeKayeCcTBEeHHO, B TEKCTaxX €CTb OWMOKN

Y caitTa Mano CTpaHWLL UK [axke ofHa — A8 BBOAA AaHHbIX
KapTbl

KAK YBEPEYbCH OT ®PULLINHIA?

YcraHoBUTeE aHTUBUPYC U perynsipHoO o6HoBNsITe ero
CoxpaHsinTe B 3ak1agkax agpeca Hy>KHbIX CanToB
He nepexoguTte No NOAO3pUTESIbHBIM CCbINIKaM

Ucnonb3ayiTe oTAENbHYIO KapTy ANS NMOKYMNOK B UHTEPHETE,
KNnaguTe Ha Hee HYXKHYIO CyMMY MpsiMO nepeg onsaTomn

®uHaHcoBas
Moppo6Hee o npaBunax
KuGeprurueHbl YuTaTe Ha KynbTypa




O6ewaloT cnucaTtb gonrmn?

[1poBepb, UTO 3TO
He MOLWeHHUKU!

@ baHk Poccumn
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[OBOPAT NpO A€eHbrmn?
Knaou Tpybky n cam
nepenpoBepsau
nHdopmaymio!




@ bank Poccum

KAK SALIUTUTD
CBOUTADXKETDbI OT BUPYCOB

¥

BUPYCbiI:

+ OTKPbIBAIOT yAaneHHbI AOCTYN K BalleMy YCTPOWCTBY
» KPaAyT NOruHbI U Naponu OT OHNAH- U MOGUNBHOrO 6aHKa
* NepexBaTbiBalOT CEKPETHbIE KOAbI U3 COOBLLEHUI

Banonyqua 3TH AaHHbIle, Kiﬂﬁepl'IPECTynHHKH
MOryT NnOXMTUTb BCe AeHbIrn C BallMxX CHeTOB

A

3aBucaert, nepesarpyxXxaeTcs Unu oTKNYaeTcs
KAK NOHATD,

UTO YCTPOMCTBEO 3APAXEHO? Camo zaBepuwaeTt paboTy NpUNoXeHuin

MokaskiBaeT BCNNbIBaOWWE OKHa

Tepsaer o6beM NaMATH

MosBoHuTe B 6aHK U nonpocute 336HDKHpOBaTb AoCTYNn

YTO nEnATb’ K OHNaiiH- 1 MOGMNbHOMY GaHKy M BCE KapTbl, KOTOpble
ECNIM HA VCTPOF‘ICTBE BUPYC? UCNnons30Bann Ha ychOﬁCTBe
O6paTuTech B CEPBUCHDINA LIEHTP, YTOOb! BbINeYMTb ragxeT

Hepesblnynwre KapTbl, CM@HWUTE NOrMH U naponb
OT OHNaiH-6aHKa M 3aHOBO yCTaHOBWUTE GaHKOBCKOE npunoXxeHwe

McnonbsyiTe aHTMBMPYC U perynapHO ero o6HoBAANTE

KAK 3AWLIUTUTD

. He nepexoguTe no ccbi/IKaM OT HE3HAaKOMLUEB, He yCTaHaBnuMBaiTe
YCTPOUCTBO OT BUPYCOB?

nNporpamMmbl No ux npocb6e U He UCMNonb3yinTe Yyxune dnewku
CkauuBaiTe NpUNoXeHUs ToNbKO U3 NPOBEPEHHbIX UCTOYHUKOB
O6HoENAATE ONEepaLyUoHHYIO0 CUCTEMY YCTPOWCTBA

M3beraiite obwepoctynHbix Wi-Fi-ceteid

Moppo6Hee o 3awmTe ragKeToB ®uHaHcoBas @
YMTaitTe Ha KynbTypa
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CoTpynoHuku LleHTpobaHKa

He 063BaHMUBAIOT
nogen!




OCTOPOXXHO:
TENNE®POHHbIE MOLLEHHUKMUA!

S NPUSHAKOB OBMAHA

HA BAC HA BAC OABAT
BbIXOQAT CAMM AdepucTbl Bcerpa
6bl
AdepucTtbl MOTyT TOPOMAT, YTO!
npeacTaBUTLCA CNy>X60M y Bac He 6b1110
6e3onacHocTH 6aHka, BpeMeHu Bce obaymaTh
Hanorosown,
Lt Aot FOBOPSIT O AEHBIAX
Mo60oi HeoXnaaHHbIA MpepnaratoT cnactun

3BOHOK, CMC unu nucemo —
noBOA4 HACTOPOXUTbCAH

cbepexeHus], NoNy4YnTb
KOMMEHCALMIO UMW BIOXUTBCS

B Ip‘IHBeCTIfIU,l‘IOHHbII‘;I npoeKT

3BOHAT
M3 BaHka, NonrMumK

MNK OpYron opraHMsauuMmn?

PALLYIOT BHE3ANMHOMU

< NMPOCAT COOBLUATD
CunbHbIe aMoumMmM YTO 3TO HE MOLWEHHWKM! 3J'IOYHI:II.IJJ18HHHKOB
ApUTYNNAKOT MHTEepecCyloT peKBU3UTbI
6auTenbHOCTb KapTbl, NAponn 1 KoAabl

13 6aHKOBCKUX YBEAOM/IeHUI

Q HUKOIAA HUKOMY
BAXKHO! HE COOBLLAUTE:
CoTpyaHukun 6aHKOB U nonuuMmn * Kopabl U3 CMC
HUKOIOA He cnpawmsaioT * TPex3HauJHbli Kog Ha 060pOTHOM

PEKBU3UTbI KapTbl, Naponu cTopoHe KapTbl (CVV/CVC)
13 CMC, nepcoHanbHble faHHbie * PIN-kopn
W He NPOCSIT coBepluaTb * Maponu/noruHbl K 6aHKOBCKOMY

nepesopabi C Bawemn KapTbl NPUNOXEeHUIO U OHHBHH-GaHKy
* KOAoBoOe CnoBoO

« NepcoHalNbHble AaHHble

®duHaHcoBan
KynbTypa

o 3 Kak 3awmTuTh CBOM PUHAHCHI,
= ' yuTauTe Ha fincult.info



